SAML Bridge Operation Settings

Settings related to the operation of the SAML Bridge are located in the WEB-INF/web.xml file. These settings describe the location of the Yellowfin
instance and the web service credentials, and the attributes for finding and automatically provisioning Yellowfin users.

Access Yellowfin

This setting shows how to access Yellowfin (URL):

<init-paran>
<par am nanme>Yel | owf i nW\ebser vi ceURL</ par am nane>
<paramval ue>http://yel | owfin: 8080</ par am val ue>
</init-paran>

Web Server User

Configure the setting for a Yellowfin web server user, that is, a user who can perform web service calls with the Web service role enabled.

<init-paranp
<par am name>Yel | owf i nWbser vi ceUser </ par am nane>
<par am val ue>adm n@el | owf i n. com au</ par am val ue>
</init-paranm>

<i ni t - paranp
<par am name>Yel | owf i nWbser vi cePasswor d</ par am nanme>
<par am val ue>t est </ par am val ue>

</init-paranmp

Enable User Provision

Here is how you can enable or disable user provision. Set the value to true to enable, and false to disable this functionality.

<init-parane
<par am nanme>Aut oPr ovi si on</ par am nane>
<par am val ue>t rue</ par am val ue>
</init-paran>

Find User

To be able to find a user (when the authentication method requires their ‘email address’), you need to provide Yellowfin with the email attribute
corresponding to the AD FS Claim Descriptions:
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% End?c'nnts http://schemas xmlsoap .org/ws/2005/05/identity/claims /emailaddress
[ Certificates GivenName  given_name hitp://schemas xmisoap.org/ws/2005/05/dentity/claims/givenname | Yes
2] Claim Descriptions Name unique_name __http://schemas xmisoap.org/ws/2005/05/identity/claims/name Yes
4[] Trust Relationships UPN upn http://schemas xmisoap .org/ws/2005/05/identity/claims/upn Yes
] Claims Provider Trusts || Common Name commonname http://schemas xmlsoap .org/claims/CommonName Yes
1 Relying Party Trusts AD FS 1xE-Mz adfslemail http://schemas xmlsoap .org/claims/EmailAddress Yes
] Attribute Stores Group group http://schemas xmisoap..org/claims/Group Yes
4 | Authentication Policies ADFS 1xUPN adfslupn http://schemas xmisoap .org/claims/UPN Yes
| PerRelying Party Trust || Role role http://schemas microsoft.com/ws/2008/06/identity/claims/role Yes
Sumame family_name http://schemas xmisoap .org/ws/2005/05/identity/claims/sumame Yes

Following is an example of this:

<init-paran»

<par am nanme>Emai | Att ri but e</ par am nane>

<par amval ue>http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ emai | addr ess</ par am val ue>
</init-paranp

To do user provision, you need to define FirstNameAttribute, LastNameAttribute and YellowfinRole. For instance, in the example below, Yellowfin gets the
user name and surname from AD FS and the user role is defined as ‘Consumer & Collaboration’.

<i ni t - paranp

<par am name>Fi r st NaneAt t ri but e</ par am nane>

<param val ue>http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ gi vennane</ par am val ue>
</init-paran>

<i ni t - paranp

<par am nanme>Last NaneAt t ri but e</ par am nane>

<param val ue>http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ sur nane</ par am val ue>
</init-paran>

<init-parane

<par am nanme>User naneAt t ri but e</ par am nane>

<param val ue>htt p://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ enwni | addr ess</ par am val ue>
</init-paran>

<init-parane

<par am nanme>Yel | owf i nRol e</ par am nanme>

<param val ue>Consuner &anp; Col | aborat or </ param val ue>
</init-paran>

Note: Here, UsernameAttribute relates to the authenticaion method requiring a ‘user name’.
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